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Abstract 
The characterisation of uncertainty and risk analysis are two research domains that have 
many common elements. Specifically, they are both based on an acknowledgment that 
decisions are never made using perfect knowledge and therefore always have some degree of 
associated risk or uncertainty. Research in uncertainty addresses this by seeking to understand 
the causes of uncertainty, and to quantify the magnitude of uncertainty associated with limited 
information. Risk analysis is more focussed upon making decisions in the face of uncertainty. 
In this paper, areas of overlap between uncertainty research and risk analysis are presented 
and discussed in the context of hydrological models. A number of fundamental terms in 
uncertainty and risk are defined, and ways of presenting uncertainty related to risk analysis 
are described. 
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1  Introduction 
All outputs from quantitative models have an associated level of uncertainty that varies in 
magnitude, and whose sources are also varied. Model output uncertainty can be due to 
error/uncertainty in input data, incorrect structuring of the model, or improper model 
calibration (Figure 1). Often, when quantitative modellers want to address uncertainty, their 
thoughts are focussed upon the errors/uncertainty in model calibration. Implicitly, there is an 
assumption that the data being fed into the model are correct, and that the overall structure of 
the model is correct. The latter assumption is probably appropriate since models are structured 
by experts who presumably well understand the dynamics of the system that they are 
modelling.  

Those who work with uncertainty of databases, however, recognise that correctness of data – 
particularly spatial data – cannot be reasonably assumed. Because uncertainty is inevitable in 
data and model outputs, some attention within the uncertainty community has turned towards 
the impacts of uncertainty on decision-making. Among the work that has been undertaken is 
determining the fitness-of-use of certain data for a given question (Hunter et al. 2003) and 
providing information – i.e., meta-data about data quality – to data consumers to allow them to 
make an informed decision about the reliability of available data for their particular use. 
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Figure 1 Schematic representation of system model and uncertainties. 

Risk analysis is an evolving discipline that may prove to be a useful way of conceptualising 
and structuring uncertainty to assist decision-makers. Fundamentally, risk analysis by its very 
nature must include the uncertainty of a given event occurring as well as lack of certainty 
about its impacts. Researchers in risk analysis also recognise that there are different types and 
sources of uncertainty inherent in data that are important for decision-making. Though these 
and other concepts are not unknown to the scientific uncertainty community, they provide a 
useful way of thinking about uncertainty relative to decision-making. Moreover, the risk 
analysis community has developed a body of thought around the concept of risk in a 
probabilistic or likelihood-based manner. Indeed, recognition that model-based 
predictions/estimates can never be completely reliable is largely what drives research in risk 
analysis. 

The purpose of this paper is to expose the data and model uncertainty community to some 
fundamental principles of risk analysis that are useful for structuring knowledge about 
uncertainty to assist decision-makers and to describe how these may be used. The application 
area for this work is hydrological modelling. Ultimately, ways of expressing uncertainty as 
decision-related risks will be described and presented. 

2  Characterisation of Uncertainty 
In the scientific literature, the distinction among various sources of uncertainty can sometimes 
be quite vague. For example, in the context of Economics, Cleaves (1995) describes common 
sources of uncertainty in system inputs, such as present or future constraints, natural 
variability, ambiguity, or simply just the lack of knowledge about a system. He summarises 
uncertainty as being due to statistical variation or inherent randomness, systematic errors in 
judgement, linguistic imprecision and lack of agreement amongst experts.  

Burgman (2005), however, from a reference frame in Environmental Science and 
Conservation, summarises epistemic uncertainty as being due to the limitations of 
measurement devices, insufficient data, extrapolations and interpolations, and variability over 
space or time (Table 1). He includes variability in epistemic uncertainty, something that is not 
consistent with the terminology used in the reliability and engineering literature by Helton 
(1993) and others (Oberkampf et al 2004). The taxonomy suggested by Burgman, however, is 
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revealing and illustrative in the number of possible sources of uncertainty influencing the 
outputs of a complex system (Table 1). 

Table 1 Classification of Uncertainty according to Burgman (2005). 

 
Epistemic Uncertainty 
 

 
Linguistic uncertainty 

Variability (population diversity) 
Incertitude (or lack of knowledge) 
Measurement error 
Systematic error (bias) 
Natural variation (environmental change) 
Model uncertainty 
Subjective judgement 

Vagueness (fuzzy delineation) 
Context dependence 
Ambiguity (lack of clarity in expression) 
Under-specificity (unwanted generality) 
Indeterminacy (usage of terms) 

 

In risk and reliability applications, based on engineering and computational paradigms, 
uncertainty is often reduced to two primary cases, aleatory and epistemic uncertainty. These 
types of uncertainty are discussed in more depth subsequently. 

3 Characterisation of Risk Analysis 
Modern risk analysis has its roots in the 1950s and the early 1960s when D. Ellsberg 
completed his Harvard doctoral dissertation (“Risk, Ambiguity and Decision” 1962, published 
as Ellsberg (2001) and the seminal paper “Risk, ambiguity, and the Savage axioms” (Ellsberg 
1961)). These works demonstrated that personal circumstances, language, knowledge of 
uncertainty and other factors affect decision-making. Of particular relevance here is that 
people generally choose an option for which the certainty – about the probability of an event 
occurring or the subsequent consequences of a choice made -- is the highest. 

In the realm of cognitive decision-making, a difference between ambiguity and uncertainty has 
been noted (Frisch and Baron 1988) as has their effects on decision-making. Others have 
classified imperfect knowledge as uncertainty and imprecision (Borsuk and Tomassini 2005), 
or variability and uncertainty (Kelly and Campbell 2000). Regardless of how it is 
characterised, the need to consider imperfect knowledge in decision-making has been 
emphasised (Reckhow 1994). 

The risk analysis community has been grappling with making decisions using what has been 
termed by some (e.g., Caselton and Luo 1992) “imprecise probabilities” since the late 1980s. 
Since that time, emerging tools such as belief theory (Caselton and Luo 1992), Bayesian 
networks (Borsuk et al. 2002) and fuzzy set theory (Cameron and Peloso 2005) have been 
explored. Other tools for making decisions using imprecise probabilities have also been 
explored – e.g., decision trees (including classification and regression trees -- CART) 
(Burgman 2005), bounding (Greenland 2004), and ranking (Paté-Cornell 1998). It is notable 
that the complexity of the study of imprecise probabilities increases considerably when linked 
to quantitative hydrological models because of the likelihood of the imprecision of imprecise 
probabilities to change over space and time. 

Much work in the risk analysis community has involved the fields of Economics, Human 
Health, or Environmental Contamination (e.g., Van Dijk and Zeelenberg 2003; Mayer 2005; 
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Simon et al. 2004). Relatively little effort has been made to use risk analysis principles in more 
routine activities of water resources management and land-use planning. Moreover, the linkage 
of risk analysis principles to quantitative models via uncertainty in data, model structure and 
parameterisation, and variability of natural phenomena has received no attention that the 
applicant is aware. 

4 Linkage Between Uncertainty and Risk Analysis 
The concept of “risk” would seem to be inherently linked to uncertainty. Within the risk 
analysis community generally, “risk” is a single value that simultaneously conveys the 
likelihood of an event occurring and the seriousness of subsequent consequences. If a serious 
earthquake has a 1-in-20 chance of occurring – i.e., p = 0.05 – and the anticipated economic 
loss of such an earthquake is one million dollars ($1,000,000), then the associated “risk” is 
(0.05*1,000,000 =) $50,000. (In a statistical sense, this is the “expected value.”) Though an 
efficient means of evaluating risks among alternatives, such a concept neglects the 
fundamental underlying uncertainty related to the point estimates of likelihood of occurrence 
(0.05) and subsequent consequences ($1,000,000). 

In the context of risk assessment in reliability and systems engineering, Oberkampf et al 
(2004) describe two principal types of uncertainty. Aleatory uncertainty refers to variability, 
irreducible uncertainty, inherent uncertainty or stochastic uncertainty. It is associated with 
inherent variation in physical systems and relates to population or measurement variability. 
Epistemic uncertainty refers to reducible uncertainty, or subjective uncertainty. It is associated 
with ignorance or incomplete information and is a form of qualitative variability. The 
terminology suggested by Helton and Burmaster (1996) is shown in Table 2. 

Table 2 Comparison between two main types of uncertainty. 

Aleatory Type A Stochastic Irreducible Variability 

Epistemic Type B Subjective Reducible State of Knowledge 
 

Helton (1993) refers to the two types of uncertainty simply as either stochastic (aleatory) or 
subjective (epistemic). This primary dichotomy is also the approach favoured in this study. 
Further division into sub-categories of uncertainty can be grouped under these two main types, 
with further variations on this theme provided by Burgman (2005). 

Note that epistemic uncertainty as defined here by Helton is similar to that of Burgman (2005), 
but includes linguistic uncertainty, and excludes variability due to population or measurement. 
The approach of Helton is more convenient for modelling and simulation and computational 
assessment of large-scale natural and artificial systems.  

In order to avoid repeated use of cumbersome verbal descriptions, shorthand descriptions are 
often used such as variability (aleatory) or lack of knowledge (epistemic). This dual approach 
is also favoured in the risk analysis literature by Vose (2000), who divides “total uncertainty” 
into variability and uncertainty, but notes that they can be combined in analysis in many 
situations. For Vose, variability is an easily measurable quantity whilst uncertainty relates to 
lack of knowledge, a distinction consistent with the taxonomy of Helton.  
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5 Test Case: 2CSalt Hydrological Model 
The 2CSalt (Figure 2) model was designed to predict end-of-catchment stream flow and salt 
export from catchments up to a size of approximately 2000 km2. The computational procedure 
is applied over monthly time steps and estimates the partitioning between surface, lateral and 
groundwater pathways in the catchment, as described in Figure 2. The model was originally 
developed and refined by various Victorian state agencies and partners of the CRC for 
Catchment Hydrology and Murray-Darling Basin Commission (Weeks 2005). 
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Figure 2 Schematic of the 2CSalt model. (From Weeks et al. (2005) with permission). 

The 2Csalt model is used to determine the impact of changes in land-use on salt and water 
yield. It can be used to evaluate various land-use scenarios, including tree-planting strategies, 
the effect on bio-diversity, and the optimisation of land-use with respect to the impact on 
stream salinity in upland catchments. 

Both spatial and temporal inputs are required as input data for the model. The 2Csalt model 
features two types of spatial units within the catchment. Groundwater Response Units (GRUs) 
represent major groundwater units and are defined based on hydrogeological characteristics of 
different areas. Hydrological Response Units (HRUs) represent the spatial mosaic of climate, 
soil type, topography and land use. Temporal inputs include estimates of surface runoff, 
subsurface lateral flow, recharge, and potential evaporation. 

The 2CSalt model is implemented at the functional scale of the GRU, which is derived from 
the DEM and sub-division of a catchment into a series of stream-node based sub-catchments. 
The model consists of a large number of coupled equations describing the direction of flow of 
water, including surface and sub-surface flows. It is emphasised that the model requires both 
physical and non-physical coefficients to define water and salt movement in the catchment. 
Such coefficients are calibrated from the monitoring of stream gauge information. Calibration 
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is by means of end-of-catchment gauge information at several specific locations within the 
catchment. 

The model produces outputs as monthly time series for each defined groundwater response 
unit (GRU). Outputs include some 10 variables including surface runoff, subsurface lateral 
flow, recharge, and salt discharge. From these outputs, additional information can be obtained 
such as mean annual streamflow and salt export. 

6  Uncertainty, Risk, and 2CSalt 
To date, we have focussed on the “quantitative” – i.e., interval/ratio – elements of 2CSalt. 
These elements – whether quantitative input data or model coefficients – are amenable to 
analysis via Monte Carlo simulation, albeit with the caveat that the appropriateness of a 
simulation depends on knowledge of, or assumptions about, the range of uncertainty and the 
form of its frequency distribution for each element considered. Qualitative – i.e., nominal – 
input data might be more appropriately addressed using techniques such as Bayesian Networks 
or fuzzy set theory; such inputs will be addressed in future work. 

The 2Csalt model produces a point output based on inputs and calibration for a particular area. 
For illustration purposes, we focus on streamflow and the question “If we increase the amount 
of forest on our catchment by x%, how much will streamflow be reduced per year?” In asking 
such a question, one cannot in reality ignore uncertainty on categorical data – i.e., model 
results are affected by our ability to map forest accurately – as we are doing. Though the 
question is being asked in such a way that specific locations for new forest do not have to be 
specified, the question nonetheless relies on an assumption that forest area is currently mapped 
accurately in the catchment of interest. Whether or not this is true affects the reliability of 
2CSalt outputs in any evaluation of alternative land management scenarios. 

Normally, 2CSalt will output a single value – i.e., reduction in streamflow – in response to a 
certain percentage increase in forest. Monte Carlo simulation allows us to determine the 
uncertainty associated with that value. This can be linked to risk in two ways. 

First, the probability frequency distribution associated with the single value output can be 
determined (Figure 3a). This permits one to ask “What is the most likely reduction and how 
likely is it?” – 3.1 mL and 0.25 according to the graph. Other ways of presenting the same 
information provide the capacity to respond to other questions. A graph of the inverse 
cumulative frequency distribution (Figure 3b) can be examined so that one can ask questions 
such as “What is the risk of that the proposed landcover change will reduce streamflow by 
more than 3 mL per year?” (0.6 according to Figure 3b), or a graph of the cumulative 
frequency distribution (Figure 3c) allows one to ask “How likely is it that increasing forest by 
10% will reduce streamflow by less than 2 megalitres per year?” (0.18 according to Figure 3c). 
Note that this is typically the way that questions are structured in order to arrive at policy 
decisions. 
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Figure 3 Clockwise from top left – all as the result of a (fictitious) 10% increase in forest on a given area. 
a. Likelihood of water reduction of a certain magnitude. b. Inverse cumulative frequency distribution. c. 

Cumulative frequency distribution. d. Risk. 

Second, risk can be calculated as a statistical expectation (Figure 3d). If the likelihood of a 5 or 
6 mL/year streamflow reduction is 0.18 or 0.12, respectively, then the “risk” associated with a 
5 mL/year reduction is 0.9 mL/year and with a 6 mL/year reduction is 0.72 mL. Hence the 
point at which maximal risk occurs can be determined, and the frequency distribution can be 
integrated over its range to determine total risk – 4.1 mL/year in this case. Note that this last 
figure is different than the most likely value 3.0 mL/year (Figure 3a) that the 2CSalt model 
produced. 

Not only do these graphs provide more information than a single point estimate, they account 
for uncertainty, and can inform policy developers about the range of associated risk with (in 
this case) a change in landcover. Clearly, we have not at this stage identified the source(s) of 
the uncertainty. However, an advantage of a Monte Carlo simulation approach is that one can 
use simulation to evaluate sensitivities of outputs to data uncertainties, uncertainties on model 
coefficients, and the interactions between them. This work is underway for 2Csalt. 

The 2Csalt model was investigated in a pilot study on a test set of data (to illustrate the utility 
of Monte Carlo simulation as a tool for the analysis of uncertainty). Sampling from input 
probability distributions was subject to the Latin Hypercube method (Vose 2000), rather than 
using simple random selection. This method is equivalent to stratified random sampling 
without replacement and improves both speed of convergence and representation of the tails in 
the input sampling distributions.  
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During each of 10,000 iterations, the inputs were sampled from the PERT probability 
distribution (variation of the Beta distribution) with an absolute tolerance of 20%, in order to 
represent the judgement of expert opinion. Figure 4 shows predicted mean annual streamflow, 
where the inputs were derived from eight 12-month time-series for the hillslope store 
(recharge, runoff, lateral flow and potential evaporation) and the alluvial store (recharge, 
runoff, lateral flow and potential evaporation). The model inputs were thus 96 probability 
distributions representing uncertainty in the 96 input values. The model output was a mapping 
of the input distributions into a single output distribution for the prediction of mean monthly 
streamflow and its uncertainty. The results in Figure 4 show the confidence interval on the 
predicted mean monthly stream flow and also the 95th percentile result. 
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Figure 4 Left hand plot (a) is histogram of predicted mean annual streamflow (total), and right hand plot 

(b) is the resulting cumulative distribution, showing a 90% two-tail confidence interval and the 95th 
percentile from area under plot. 

Sensitivity analysis was performed by means of a Spearman’s rank order correlation 
coefficient between each input distribution and the output distribution. No single input 
dominated the correlations with the output, but the ranking enabled the analyst to detect the 
ranked order of importance for each of the 96 inputs (and revealed seasonal effects). 

A second experiment was carried out, but with the inputs frozen and five model parameters 
selected to be simulated under the same conditions (Latin Hypercube sampling, PERT 
distribution, 20% absolute tolerance on inputs). This contrasts with the first experiment, where 
the model parameters were frozen, whilst the inputs were varied. The output sensitivity to the 
parameters was tested by the rank order correlation coefficients, as shown in Table 3. The 
numerical values are subject to the experimental constraints on range of inputs, whereas the 
ranking reveals relative importance to the model output. The coefficients reflect relatively 
small perturbations on the parameters (regression constants) and were used to illustrate the 
possibility of ranking their importance. 

Table 3 Relative importance of selected model parameters subject to experimental constraints. 

Parameter 1 2 3 4 5 

Rank Correlation -.016 -.012 -.011 -.006 0.001 
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Aside from providing information on the model uncertainty, e.g. the confidence interval, the 
simulation provides estimates of relative importance of both inputs and parameters on the 
predicted output. This raises the possibility of model refinement and simplification by 
elimination of low-correlation inputs or redundant mathematical relationships.  

The taxonomic framework for uncertainty developed within the risk analysis domain also 
provides a way of further examining the uncertainty (Table 1). Input data layers such as DEMs 
almost certainly are subject to epistemic variability due to measurement error or systematic 
bias. Error in nominal data layers such as landcover are likely to suffer from Linguistic 
uncertainty due to vagueness, context, ambiguity, or unwanted generality. Coefficients within 
models may have (epistemic) uncertainty due to natural variation in the process(es) being 
modelled or incertitude due to a lack of data on which to calibrate the model. Finally, error in 
model structure might be classified as epistemic due to model uncertainty.  

This knowledge, coupled with appropriate sensitivity analysis as illustrated, and could prove 
useful in improving models for decision-making. Such analysis would allow one to target data 
or model components that have a high impact on model outputs. Similarly, simulation would 
enable one to identify critical data/model components, and taxonomic classification would 
help determine whether or not they can be improved – e.g., one can do very little about 
uncertainty caused by natural variation. 

7 Conclusion 
The conceptual framework established by the risk analysis community provides a useful means 
of structuring uncertainty information for decision-making. Uncertainty analysis can in turn 
enrich conventional risk analysis by providing likelihood-based estimates of risk, and by 
identifying areas where uncertainties and risk can be decreased. In the case of hydrological 
models, uncertainties are inherent in the input data, in the model coefficients due to calibration 
difficulty, and in the model structure. The next step in this work will be to expand the concepts 
presented to nominal scale data possibly using other techniques in addition to Monte Carlo 
simulation. 
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